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IBM Digital Surveillance and Security
Solutions

presenter’s name here

Version 23 Jan 2003

Introduction
Note Update chart to include presenter’s name and possibly Customer Enterprise Name
Key points and reminders:

Customer direct wants and needs: Customers want an integrated security environment 
which is highly automated and cost effective that, in addition to reduced risks, ensures 
rapid access and retrieval of all security records at a physical and logical level.
•Technology trends: Digital technologies are replacing all Analogues technologies,
enlarging the scope of the capabilities and providing new values not capable to be 
addressed at an affordable cost with these Analogues technologies; Associated to this 
ALL Digital trend, TCP/IP is now the leading communication protocol throughout the 
world. It has been embraced by not only telecommunication industries but by all other 
industries and support this ALL digital trend. 
•IBM Vision: Existing physical security systems, usually targeting facility security, offer limited integration capabilities at the 
enterprise level. Any integration to extend the physical security to all the enterprise needs including the data and network security 
requirements requires to move to a All Digital technology environment. This All Digital transformation allows a heightened focus on 
security at the enterprise level while enabling new ways to integrate the physical security systems with the Logical security systems 
into real business value level.

This vision positions IBM as key player within this trend for new and advanced Digital surveillance and 
security solutions. Through our exhaustive IT capabilities (technology and services) as Business value, IBM is
right partner to implement these types of Digital surveillance and security solutions.
•This presentation must be managed to maintain the focus on this vision and sense the customer needs in his view in regards to an 
integrated approach over a digital environment for his physical security and how his willingness to integrate it with the logical security 
environment.

Valentin Iordachescu
 

Valentin Iordachescu
Valentin Iordachescu
IBM Romania Ltd.
tel. +40.21.224.1544 
valentin@ro.ibm.com
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Safety and Security

Deliberate Attack Accident Natural Disaster

Safety and Security involves all activities that organizations, 
enterprises, and institutions undertake to protect the:

Health and lives of people

Value and ongoing usability of assets (Physical and Logical)

Integrity and continuity of operations

Chart speaks for itself.
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Today’s Security Environment

Since 9/11 a spotlight has been focused on 
organizational needs for data, computer, 
network, facility, people safety/security, and 
therefore a “Business Continuity”

Today’s Security Environment
•Every day, more and more critical information is created, transmitted, and archived by computers. This ever-growing reliance on 
technology has made computer logical security a permanent focus. Therefore the IBM well known related security consulting and 
services capabilities addressing all domains of logical security issues including the business application layer, thus making IBM to be 
known as a leader in security. 
•Security remains a growing problem with more and more complex threats. Today's professionals require a more comprehensive 
understanding that encompasses all areas of security and going further than the classical domains of Logical or Physical security. IBM 
Security must now target the integration of new technologies, supporting applications and organizational models that deliver a 
comprehensive and cohesive security infrastructure to address the needs of the entire enterprise.
•Our enhancements to the IBM Security capabilities are focused on the physical issues and  describe a new approach that IBM is taking 
to solve the common infrastructure exposures in this domain and the elements required to integrate physical security into the enterprise 
IT systems and policies, maximizing our main IBM competencies in the IT Infrastructure for: IBM Digital Surveillance and  Security IBM Digital Surveillance and  Security 
SolutionsSolutions
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Many security “solutions” are often confined to the area being 
protected and are not integrated with other enterprise and 
business security…….

Current Security Solutions… “Parts and Pieces”

Business 
Security

Enterprise 
Security

Physical 
Security

Logical 
Security

Current physical security solutions… “Parts and Pieces”
Much like in the voice world with a legacy PBX where, if you wanted any advanced features you were pretty much 

locked into buying that particular manufacturers add on products and integration with other applications was limited. 
It wasn’t until the introduction of IP telephony, where voice was more easily integrated to other IT and business 

applications.
Physical Security is going through a very similar evolution. Now with more and more products becoming IP based, the 

integration and capabilities are endless.
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Current Security Solutions… “Parts and Pieces”

Multiple physical access control systems
Not integrated with asset, data or network security

Mostly “human eye” surveillance
Having low efficiency in intrusion detection

False or inaccurate alarms 
Usually with complex remote access and remote controls.

Limited or no security linkage to IT
Requiring expensive management and communications processes 

….. resulting in a large number of disparate security areas, making 
security less effective, cumbersome, and expensive to operate and 
manage.
And an Enterprise having:

Current physical security solutions… “Parts and Pieces”
In the past, CCTV systems were typically viewed by a security officer, while watching the monitor, if a certain event 

would arise,  they would manually call for support.
Doors with code access or card access systems were not integrated to allow for the retrieval of a video based on the time 

the door was opened.
Alarm systems were yet another separate system, they were typically triggered by someone opening or closing a door or 

pulling an alarm switch
After an alarm was triggered, a call would then be placed to the police or fire department, and was capable of passing 

only a limited amount
of information.
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IBM Approach: An Enterprise End-to-End Solution

IBM combines Physical and Logical Security using Digital 
Technologies

Business 
Security

Enterprise 
Security

Physical 
Security

Logical 
Security

Integration
and

Automation

IBM Approach: An Enterprise End-to-End Solution
IBM has many organizations involved in Security, each of them having a set of capabilities that can address the total enterprise

solution
Using this integrated and automated approach to security, IBM can enhance security processes and optimize costs
As technology and Security requirements evolve, security must be managed and integrated at the enterprise level.
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IBM Approach: An Enterprise End-to-End Solution

The Internet

Sites to be protected

Switches

Routers

Firewalls

IDS

Controllers &
Gateways

Ethernet cabling
- Copper + fiber

Analog
CCTV
cameras

Wiring

Environmental
Support Equipment
Sensors &Detectors

Control Outputs

Smart card readers 
Biometric readers
Proximity card readers
Bar code readers
Magnetic stripe readers
Asset readers

Digital
video
server

Digital
CCTV
cameras

Wireless
LAN

Business
applications 
& Databases

Network & 
Storage

management

Roving guards with
handheld devices

Security
servers

Digital video 
recorders

Portable &
fixed wireless
cameras

IBM Video 
storage

Automation & MonitoringInfrastructure consulting, 
integration, automation, 
deployment support and 
maintenance services

Local IP Network

VPN
gateways

Integration & Automation

Remote
security

Wide Area
IP Network

Wireless
Network

Digital Web 
cameras

Business consulting and application 
integration services

Enterprise assets & 
Data access control

Network security

Wireless security

IBM Approach: An End-to-End Solution
We are not selling applications for security, we are selling an integrated offering that integrates Digital Video 

Surveillance with physical and logical security.  We are selling a framework that enables enterprise level security across 
business platforms. 
We can address the enterprise End-to End integration and automation of the (customers’) physical and logical security 

components.



8

IBM Global ServicesPage 8

IBM Digital Surveillance and Security Solution

ID Credential
Management

CCTV and Digital
Video Surveillance

Asset
Tracking

Visitor 
Management

Access
Control

Intrusion
Detection

Environmental
Management 
such as fire,
flood
etc.

Enterprise Data 
and Network 
Security

Enterprise Alarm
Monitoring

IBM’s extensive knowledge of various IT and Business Environments….
and their related Data and Network requirements gives us the unique ability
to address the integration and automation of the Enterprise Security 
Components. 

IBM Digital Surveillance and Security Solution
We are not selling applications for security, we are selling a integrated solution that integrates Digital Video Surveillance 

with physical and logical security.  
We are selling a framework that enables enterprise level security across business platforms. 
IBM is not just implementing an end user video surveillance application or a physical access control system  …instead we 

will team with the best of breed ISVs and provide the scalability of IBM infrastructure and the middleware required to 
manage and distribute huge amounts of data. 
We address the enterprise End-to End integration and automation of the (customers’) physical and logical security 

components.
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Why Digital Surveillance and Security Solutions?  

Advances in Technology 

IBM Solution

IBM Value Propositions

Agenda

IBM Digital Surveillance and Security Solutions

Agenda
Lets take a look at some of the important Security Solution Considerations related to Digital Surveillance and the Physical aspects of 

and “End to End” Security Solution 
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Why Digital Surveillance and Security Solutions?

First “Responders” must have “Current” information
Sharing of security breach information is vital
Information needed for analysis purposes can be critical
Facilities, Assets, Data, and Networks must be secure
Data and Network Security are tied to Physical Security

Enabling Digital Technologies Because….

Security System Requirements
Today’s traditional and analog security systems do not meet the needs of today’s security problems.  Most video surveillance solutions 
are labor intensive and too often are not maintained properly causing gaps in recording of security breaches.  These systems are
antiquated and expensive to maintain.  Our clients need fast efficient, automated video surveillance operations (indexing, tape 
management, retrieval).
Most first responders need to be fully informed of the situation they are being thrust into.  They need real-time information about the 

perpetrators or the emergency situation.  They want to have this data streamed live as they approach the situation.  This requires 
integration of security applications with centralized databases with wireless capabilities with flexible, scalable IP-based network 
solution. Easily integrated with related IP-based solutions.
Government agencies need to be able to share security breach information and want interoperability of security systems.  Enhanced 

local and remote communications, as well as inter-agency / departmental collaboration are essential.
Investigations of security breaches are hampered by the ability to get information for analysis.  Our clients need rapid, accurate search 

and retrieval of recorded or event-triggered evidences including Video.
Clients need to secure their facilities and their networks from threats because both host and provide access to the business operations 

(Physical and Logical).  
Implementation of a SINGLE enterprise wide access control (Physical and Logical) coupled with credential management needs and 

enhanced with biometrics and digital video is necessary to help secure critical areas from would be perpetrators.
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Why Digital Surveillance and Security Solutions?

Real time assessment improves the ability to track events
Automation improves response times to emergencies
Remote access to data is simplified for mobile response teams 
IT Infrastructure/Standards leverage existing investments
Enterprise Security Command and Control capabilities increased
Investigation efficiencies are realized
Field Security Automation simplifies security patrol management 
Visitor Controls are enhanced

Enabling Digital Technologies Because….

Security System Requirements
Assessment - Real time assessment of complex predefined “trigger” events, capable through Digital Security improve the ability to

determine the whereabouts of people in the event of an emergency.
Automation - Need critical information on the fly. Administrators must plan for required system reactions to the environment, instead 

of relying on individual system operators to use disparate systems.
Remote access – Reduces complexity associated to standard network infrastructure to better provide more timely information, text 

and images, to mobile response forces in the event of an emergency.
IT Infrastructure/Standards – Optimized cost expenditures by leveraging existing IT investments.
Enterprise Security Increased – It provides a reliable, redundant system that enables centralized command and control and distributed 

database support. While offering regional operations the control flexibility without compromising overall security integrity.
Investigation Efficiencies – It enables more complex automation and creation of reports from a comprehensive single 

event/transaction repository. It eliminates the need for Multiple databases/systems and  reduces the cost of ownership and eliminates 
inefficiencies that inhibit timely investigations.
Field Security Automation – Simplifies the management of ensuring that security patrols are inspecting prescribed locations.
Visitor Controls – Simplifies the administration and control of visitors  across the enterprise – customers, vendors, contractors, etc.
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Why Digital Surveillance and Security Solutions?

Video Surveillance – Specific Requirements

Easy-to-use operational control

Back-up control centers

High System Availability

Operator Ergonomics

Simultaneous and independent viewing of 1 single camera

Central management systems with remote access facilities

Large recording requirement with simultaneous playback

Value-add Applications

Project Management approach

Video Surveillance - Specific Requirements
We are using standard IT and Networking infrastructure that results in>>>>> 
•Easy-to-use operational control by ...

+ Human operators at console desk, and enables “Other” automated systems (control interfaces, APIs)
•Back-up control centers

+ Enables Fast set-up of Incident/Emergency management centers 
•High System Availability

+ Designed for resilience, redundancy, and self-healing
•Operator Ergonomics

+ Are designed into the systems for Fast Setup Time, PTZ control, telemetry,…
•Simultaneous and independent viewing of 1 single camera (Cisco Multi-casting)

+ IT / Network Infrastructure enables one camera to several monitors, recording device, police department,…
•Central management systems with remote access facilities
•Large recording requirement with simultaneous playback
•Value-add Applications …

+ Enables pattern recognition, biometric detection and access control, automated number plate reading (for vehicles) …
•Project Management approach

+ For initiating, sizing, planning, execution, control, acceptance/testing
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Why Digital Surveillance and Security Solutions?

Integrated Digital Video Security System Advantages
Very high and consistent video picture quality
Fast Search times
Ability to record multiple cameras simultaneously
Full integration of video into the security system
Common IP communications infrastructure with common management
Lower cost of ownership – standard computing platforms
Video connection switching performed by the network
Digital storage – no tapes
Significant savings in labor costs
Scalable
Remote viewing capability
Multicasting to multiple destinations
Enables resilience, redundancy, self-healing

Chart Speaks for itself
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Why Digital Surveillance and Security Solutions?

…versus Analog Video Systems
Low Image Quality / Low Copy Quality
Long Search times
Real-time recording requires a VCR for each camera
Limited standardization
No Integration to other Security system
Separate communications infrastructure (coax)
Video matrices based switching vs network
No digital storage (tape based storage)
Labor Intensive (handling tapes)
Difficult to scale
No remote viewing capability
No multicasting to multiple destinations
Separate management
Lack of resilience, redundancy, self-healing

Chart Speaks for itself
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Why Digital Surveillance and Security Solutions?

Enabling Digital Technologies for Video Surveillance improves….
Cost containment for an ever increasing number of video sources
Accessibility to all monitoring points
Management of moves, adds, and changes
Video quality (Image and motion) 
Audio talk-back channels for remote site locations
Cost of ownership
Image analysis and storage 
Compatibility and Interoperability with …

Camera Telemetry (Pan-Tilt-Zoom)
Traditional and Digital Storage facilities
Motion detection systems
Alarm systems

Video Surveillance
Chart Speaks for itself except as below…
•The need for ever increasing numbers of video sources to ensure security demands, digital can help minimize and contain costs by
offering a different infrastructure…..Coax/Twisted Pair Point to Point vs a unified shared digital network >>>>
•Offering Dynamic and flexible access to all monitoring points
•With Easy adds, moves and changes
•And Low delay, high-quality TV-like (evidential) video quality 

For real-time viewing
For processing by image analysis systems

•Low delay audio talk-back channels for remote site locations
•Low cost of ownership
•Computer-friendly digital formats

For high-quality storage
For processing by image analysis systems

•Compatibility and Interoperability with …
Camera Telemetry (Pan-Tilt-Zoom)
Traditional and Digital Storage facilities
Motion detection systems
Alarm systems
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Why Digital Surveillance and Security Solutions?  

Advances in Technology 

IBM Solution

IBM Value Propositions

Agenda

IBM Digital Surveillance and Security Solutions

Advances in Technology
There have been many advances in technology and IBM is an IT company, so who better to deliver you a solution>>>> (Next Page) 
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Advances in Technology: IBM Value

IBM brings its value to the “Digital Surveillance and Security”
infrastructure by being recognized as the world’s leading  
business applications, IT Systems, and Networking Systems 
integrator that delivers innovative solutions, targeting specific 
industries. 
The key components that enable new types of innovative Digital 
Surveillance and Security solutions that we can leverage are: 

Converged IP Network
Digital Video Surveillance
Biometrics Systems
IBM Research Innovations
Integration & Automation
Enterprise Command Center
IBM HW and SW Components

Advances in Technology: IBM Value
We recommend that the speaker defines that traditional security suppliers have little to no expertise in the IT environment.
And then, Chart Speaks for itself
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Advances in Technology: Converged IP Network

Network Convergence allows for a improved cost efficiency and the 
use of “open standards” for building enterprise wide surveillance 
and security solutions

IP Networking Leveraged:
Common IP Network Infrastructure. 
Remote “Anywhere” Access
Rapid Security Actions  
Enterprise “Shared” Digital Information

Physical Security integrated within the Enterprise Network
Establishes Future Readiness
Optimizes Resources and Operational Costs

Advances in Technology : Converged IP Network
Network Convergence: Video, computers and other functions such as fire alarms, access controls, and biometric functions are clearly 

converging toward a common IP network that can provide for enterprise integration
IP Networking: Virtually all businesses now have a high speed IP-based computer network that can be leveraged to transport IP video 

as opposed to installing a specific coax network for transporting analog video. IP switching speeds and computer storage capabilities 
now make it feasible to transport and store large volumes of high quality video streams, plus all digital data from security sensors, thus 
optimizing management and investments.
Remote accessibility: Access from anywhere (any web browser) provides quicker and immediate access to images while reducing 

travel costs to-and-from the monitored site locations and security Data and Video searches for given events can be performed from 
everywhere… thus optimizing resources. 
Rapid Security Actions: Having digital video, and command messages to security controls being accessed over a common IP network 

infrastructure… available for all to interrogate will help in and accelerating security actions.
Shared Digital Information: Distributed information from centralized storage systems over the network, reduce the specific security 

infrastructure requirements, which eliminate many manual operations and reduce dedicated physical security investments.  
Physical Security integrated within the Enterprise Network: Establishes readiness for innovative security integration with many other 

business applications. For example… Automated alarm triggering based on physical events (intrusion, fire, accident, …), face 
recognition, traffic monitoring, etc. 
Security recovery and back up are performed and managed as part of the enterprise IT tasks, thus optimizing resources and 

operational costs.
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Advances in Technology: Digital Video Surveillance

Digital Video Technologies provide:
More effective automation capabilities
More effective integration capabilities
Faster enterprise security actions
Higher image quality

Digital Video Technologies provide:
More effective automation capabilities:Finding particular activity on a videotape can take hours, it relies on the human eye, while a 

Digital search can take only seconds, using pixel based automated search technology. Much time and effort are saved. 
More effective integration capabilities:Streaming video from multiple cameras can be recorded real-time onto a single digital Closed 

Circuit TV, a VCR for each camera is not required, thus simplifying the infrastructure. Digital video is easily re-assigned and 
integrated into other technologies, including biometrics and business applications because Digital video can be treated as any other 
data fed over traditional TCP/IP network infrastructures. Management of stored digital images makes access easier, provides greater 
capacity and reliability, does not require a considerable number of tapes, and does  not require a large storage space and thus resulting 
in a lower TCO 
Faster enterprise security actions: Having digital video, and command messages to security controls being accessed over a common 

IP network infrastructure… available for all to interrogate will help in and accelerating security actions.
Higher image quality: With digital video, original image quality is maintained, whether stored on disk, magnetic tape, CD-ROM, or 

DVD, while with an analog video image quality deteriorates quickly.
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Advances in Technology: Analog vs. Digital

Networked Video serverManualSearch and retrieve
Networked Video serverManualImage analysis
Networked Video serverVideo playback recorderImage playback
Networked Video server24Hr VCR recorderImage recording
Networked Video serverAnalog Video MultiplexerVideo Multiplexing
Networked Video serverAnalog video switchVideo switching
IP NetworkCoaxial cableImage transport
Digital CCTV Camera  *)Analog CCTV CameraImage capture
DigitalAnalogSystem

VCR recorder
Monitor

Coaxial
cabling

Video switch

Video Server

Monitor

Ethernet
cabling

Ethernet
switches

Analog
cameras

Digital
cameras Analog

cameras *)

*) Note that Analog cameras can be re-used by digitizing their output 

Digital storage
Mechanical 
tape
storage

Digital video can be treated as any other data fed over a modern
unified TCP/IP network infrastructure.

Advances in Technology: Analog vs. Digital
Data is Data, it’s specific, can be interrogated, and can be acted upon
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Advances in Technology: IBM Research Innovations

Background
Subtraction

Connected
Component
Analysis

Foreground
region to track
Correspondence

Update
Track

Create
Track

Resolve
Merge

Resolve
Split

Background
Estimation

Current State
(Set of tracks)

Update
Appearance
Model

Foreground region

Video

Studying “surveillance task automation”
Monitoring of surveillance video is labor intensive
Watching video feed needs high level of visual 
attention

Extremely demanding 
And prone to error due to lapses in attention

In a recent study by the US National Institute of Justice it has
studied the effectiveness of human monitoring of surveillance 
video and one of the conclusions was as follows: 
“These studies demonstrated that such a task, even when 
assigned to a person who is dedicated and well-intentioned, 
will not support an effective security system.  After only 20 
minutes of watching and evaluating monitor screens, the 
attention of most individuals has degenerated to well below 
acceptable levels. Monitoring video screens is both boring and 
mesmerizing. There is no intellectually engaging stimuli, such 
as when watching a television program.”

Automating the surveillance with computerized analysis 
can provide three enhancements: 
more cost effective surveillance systems 
increased effectiveness of threat detection
intelligence gathering

Advances in Technology: IBM Research Innovations
This chart is an “EYE Test”, but demonstrates the work underway by IBM research in an area that is overlooked by Non-IT focused 
Security Companies. The net is, Humans get tired, humans make  mistakes, or overlook some things that may be important…. They 
need “triggers” that can be delivered via digital automation capabilities…. And at a lower risk and cost…
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Advances in Technology: Biometric Systems

Biometrics are now digital technology and have become affordable
in creating high end security solutions and making access control to 
physical and logical resources more user friendly.

Biometrics-based access control is an emerging technology for:
Physical: Facility access control
Logical: PC and Application access control

Face

Fingerprint

Iris

Advances in Technology : Biometric Systems
•Biometrics have become affordable and IBM, through it’s Biometrics' labs and research, can deliver a solution tailored for you. We 
have established business relationships with industry leaders in the Biometrics' field to bring to you the latest technologically advanced 
components and infrastructure. 
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Advances in Technology: Integration and Automation

IBM examines enterprise security components

Access Controls

Building Controls 

Real-time information requirements

…and helps you create an integrated and automated 
Enterprise Security Infrastructure that optimizes 
costs. 

Advances in Technology: Integration & Automation
IBM examines enterprise security components and can enhance processes while optimizing costs by using 

an integrated and automated approach.
Access controls: from building to applications, need to become a single security environment... managed within a 

single enterprise security policy. 
Building controls: need to be integrated into a single security environment... managed within a single enterprise 

security policy.
Delivering ….Real-time information: On faults or Accidents within the building controls or security environment 

must be provided to all departments needing the information. The failure of a cooler or of the necessary power is not 
only necessary to be known for the building control staff but also for the IT department, so as to manage enterprise 
business continuity at the best possible levels in regard to the businesses established SLA‘s. A fire or a flood alarm has 
to be reported immediately to the security officer on duty as well as to the building control staff and last but not least to 
the general management
IBM will help you to create an infrastructure of applications to deliver a facility management system, offering a 

standardized user interface, standardized alarm handling, using one common database, and the existing infrastructure. It 
will be able to assign the right information to the different departments and individuals for useful editing, and also 
share this information with other applications.... such as facility management applications.
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Advances in Technology: Enterprise Command Center

Through enterprise wide integration, security and safety data can 
be acted upon in real time to allow for prompt recovery actions to 
be taken and high business continuity, attached to a single 
enterprise business and security set of policies, all executed from 
an Enterprise Command Center (ECC).

IBM Experts can assess, plan, design, and implement / build an ECC tailored to your 
enterprise.
Please note: The picture is an artists rendering of what a typical ECC would look like.  It 
is not from any specific customer.
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Advances in Technology: IBM HW & SW Components

IBM Servers (pSeries, xSeries)
IBM Total-Storage FAST Storage Server 
IBM Enterprise Storage Server
IBM Smart Card Technology
Linear Tape Open (LTO) Tape Library
IBM Content Manager
IBM WebSphere
IBM MQSeries
IBM DB2
Tivoli TSM, TSRM and SANergy
IBM SAN (Storage Area Network)
IBM General Parallel File System (GPFS)
IBM General Purpose Automation Executive (GPAX)
+ Independent Software Vendor Applications (ISV)

…to enhance and scale your solutions

Advances in Technology: IBM HW & SW Components

IBM GPAX (General Purpose Automation Executive) is a building and facility information system for PC and PC 
client/sIerver installations using MS WindowsNT in a LAN and/or WAN environment with an open architecture for all 
kind of facility systems even delivered by different suppliers.
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Why Digital Surveillance and Security Solutions?  

Advances in Technology 

IBM Solution

IBM Value Propositions

Agenda

IBM Digital Surveillance and Security Solutions

To deliver the IBM Solution >>>>(Next Page)
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IBM Solution: IBM has an exhaustive set of capabilities….

Together with our business partners and selected suppliers IBM can 
offer an integrated and automated security solution, running on 
standard IBM servers, storage, an IP network, and based on IBM 
services for planning, design, implementation, support and 
maintenance, thereby leveraging:

IBM experience in Networking
IBM experience in Site services
IBM experience in Business Continuity                           
and Recovery Services
IBM knowledge in Digital Media
IBM Technologies
IBM’s ability to be a single-source                                                          
IT and non IT solution provider

Intrusion
Detection

Alarm

Surveillance

Access
Control

Security
Personnel

IBM Solution: IBM has an exhaustive set of capabilities….
IBM brings its value to the digital surveillance and security solutions as the world’s leading applications, IT, and Networking systems 
integrator. This solution is achieved by capitalizing on the extensive portfolio of IBM services and competencies, working together as 
a “One Voice” within IBM, to assess, plan, design, implement, support, and maintain high-end Digital Surveillance and Security 
solutions. IBM has many experienced experts in the following areas to create a tailored solution:

IBM experience in Networking> –surveillance and security offers a full range of services to help your organization improve 
security and reduce total cost of ownership.  Our services are designed to enhance your physical security systems by using Networking 
technology, Internet Protocol (IP) networks and advanced digital technologies. We offer expertise in both networking and digital
media to help rapidly replace your existing analog systems with digital technology, and to integrate your physical surveillance and 
security systems with your information technology (IT) systems such as networks and other digital equipment.
IBM experience in Site services> -can help you develop a comprehensive security infrastructure designed to converge physical site 

security with your IT processes and technologies. IBM’s extensive knowledge of various business environments and their related IT 
requirements gives us the unique ability to address end-to-end integration and automation of your security components. Using this 
integrated approach to security, we can enhance processes and optimize costs.
IBM experience in Business Continuity & Recovery Services> - combines business and technological expertise with a complete 

understanding of your clients' unique exposures to risks and interdependencies to keep their businesses running. IBM provides a wide 
range of services and solutions that help clients not only react to business interruptions, but also proactively build in prevention and 
protection measures to help ensure business continuity. Using proven methodologies, IBM can identify your clients' business 
vulnerabilities, assess the impact of a disruption and develop a strategy to manage the risks. 
IBM knowledge in Digital Media> - Digital media technology is starting to have an impact on a broad range of 

industries outside of media & entertainment.-- IBM's newest package of technology architecture -- is 
helping companies use digital solutions to inform customers about product availability, transmit audio and 
video content over wireless devices, and provide surveillance for security reasons.

IBM Technologies
Relationships with IBM business partners and suppliers SW and HW
IBM’s ability to be a single-source IT solution provider> We can deliver it all, while your team focuses on your core business…..
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IBM Solution: Selected set of Business Partners + Suppliers

Security solution HW components
Security solution SW components
Integrated security software
Analog and digital CCTV cameras
Video management software
Networking technology
Biometrics technology

Digital surveillance and security technology, hardware and software

Chart Speaks for itself



29

IBM Global ServicesPage 29

IBM Solution: Integration

A “End to End” solution requires expertise from: 

IT Infrastructure and Services company - IBM…

IBM brings its value to the “Digital Surveillance and Security”
infrastructure by being recognized as the world’s leading 
applications, IT Systems, and Networking Systems Integrator that
delivers innovative solutions, targeting specific industries.

IBM has its leading computer hardware, storage and software products, including Digital 
Media products to enhance our IBM services and partner’s solutions

IBM is partnering with number of leading Digital Surveillance and Security solutions 
manufacturers.

IBM is partnering with leading Network equipment providers

and… Physical Security Companies

Chart Speaks for itself. 
And… Physical Security Companies…. You should learn which companies are present 

in your region. Examples could be KROLL, SECURITAS, ADT, etc..
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Why Digital Surveillance and Security Solutions?  

Advances in Technology 

IBM Solution

IBM Value Propositions

Agenda

IBM Digital Surveillance and Security Solutions
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IBM Value Propositions: Industry Specific

IBM, together with its technology business partners and suppliers, 
can help all industries  enhance their physical security through the 
use of computer technology, IP networks and advanced digital 
technologies such as digital video and biometric authentication and 
identification.

Public Sector
Private Sector

Life Science
Finance
Transportation
Etc.

IBM Value Propositions: Industry Specific
IGS is developing Industry Specific / Tailored Sales collateral. Although specific availability dates are not available.
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IBM Value Propositions: Benefits to You

Enhanced Enterprise Security

Optimized Cost

Reliable Centralized Storage

High Quality Data Available for Analysis

Resilient Infrastructure

Compliance to Industry Standards

IBM Value Propositions: Benefits to You
Enhanced Enterprise Security

IBM’s extensive knowledge of various business environments and their related IT requirements deliver a unique solution addressing the End-to- End 
integration and automation of the customer physical and logical security components. 

Optimized Cost
Using this integrated and automated approach to security, IBM can enhance processes and optimize costs to reduce the amount of time required
for day to day operations as well as for event based interventions
Reliable Centralized Storage
Digital video stored on a highly available reliable and scalable Network and SAN (Storage Area Network) without a worry about video
degradation, manual filing systems, misplaced tapes, and content availability

High Quality Data for analysis
Resilient Infrastructure

Creating a physical facility infrastructure to help attain higher IT availability and reliability levels that reduce business related downtime. Taking into 
account the potential impact that hazards may have on on the IT infrastructure by using proven design concepts to deliver solutions that are capable of rapid 
recovery when a failure or disruption occurs.

Compliance to Industry Standards
The modular architecture allows introduction of new technologies as they become available

AND DON’T forget to add that IBM provides the expertise required to conduct proper needs assessments and solution architecture, design,
implementation, support and maintenance.
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An End-to-End Solution
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IBM Approach: An End-to-End Solution
•IBM is not just building an end user video surveillance application  …instead we will partner with the best of breed ISVs 
and provide the scalability of IBM infrastructure and the middleware required to manage and distribute huge amounts of 
data.
For preparation and follow-up discussion, you should be familiar with the the following:
•At Global level 3,000 IBM security professionals who are Trained, Deployed and Trusted
>> Visit the IBM locations dedicated to Security solutions:
* Institute for Electronic Government ; US Federal briefing center in downtown DC. USA
* Digital surveillance & security solution center; Global COC for Physical, logical and and wireless 
security solution in La Gaude France
* IBM research labs ( Yorktown, Jarfala, etc.)

•* IBM Networking Intranet site
http://www-1.ibm.com/services/its/us/siteconnect.html  
•*Site Enablement Services Intranet site
http://w3.emea.ibm.com/services/pss/wwcs/site
•*IBM SalesOne Intranet Site for Security
w3-1.ibm.com/services/salesone/offerings/safetysecurity.html
•*IBM Digital Media group
http://www-1.ibm.com/industries/media/index1.htm
•*IBM Security Internet Web Site (Customer facing)
www.ibm.com/security
•*Safety and Security Program Office
For general security-related issues, the IBM Safety and Security Program Office is available to answer 
questions, manage leads, obtain third-party reports, provide offering executive contact information (by region), 
and offer general help and support. You may contact the program office in the following ways:
Lotus Notes:  Safety and Security Protection Services
Internet: protect@us.ibm.com
Phone: 919-543-7940




